M.P. FOREST DEPARTMENT

Information Technology

Invites Tender for Supply of
Antivirus Endpoint Detection and Response
(EDR) for network security.

OFFICE OF PRINCIPAL CHIEF CONSERVATOR OF FORESTS
(Information Technology)
Second floor, “C” block, Van Bhawan, Tulsi Nagar,Link Road No 2 Bhopal-462003.(MP)

Phone no. 0755 — 2524302, 2674302, email: -apccfit@mp.gov.in
Website: https://www.mpforest.gov.in
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: : i Notice Inviting Tender : : : :

Antivirus Endpoint Detection and Response(EDR)
for network security.

"The Forest Department has invited online tenders/bids for the supply of
Antivirus Endpoint Detection and Response(EDR)for network. Proposals must be
submitted exclusively through the portal: www.mptenders.gov.in."

Important Dates

Date
1 Online Publishing 13-Jan-2026
2 Online Submission Start 13-Jan-2026
3 Online Submission Ending . 29-Jan-2026
4 Opening of Technical Proposal ~ 30-Jan-2026
Tender Fee Rs 2,000/-
Online EMD (Through Portal) Rs. 1,00,000/-

For Technical specifications, timelines and other relevant details, please refer to the
document on the www.mptenders.gov.in portal including the Tender document. Please
read all document carefully before submitting proposal & financial bid.

ADDITIONAL PRINCIPAL CHIEF CONSERVATOR OF FORESTS
(Information Technology)
Forest Department, Van Bhawan, Bhopal (MP)
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1. Definitions

In this document, unless otherwise mentioned or expressed clearly, the terms‘Competent
Authority’, ‘Tenderer’, ‘Bidder’, ‘Committee’ and ‘Supply of Equipment’s’ would have meaning
as given below:

Competent Authority: Madhya Pradesh Forest Department Acting through: APCCF (IT), Forest
Department, Bhopal, Madhya Pradesh or any person authorized by Madhya Pradesh Forest
Department or abovementioned authority.

Tenderer or Bidder: The Firm/Company who buys the tender document, signs and submits the
Tender / BID document and bids for the contract and/or awarded the Contract to implement
Tender for ‘Supply of EDR’, as the reference may indicate; it shall also include associates,
licenses, collaborators, and agents.

Committee: Committee means committee(s) constituted by Madhya Pradesh Forest
Department acting through office of Principal Chief Conservator of Forests (Head Of Forest
Force), in relation for the invitation of the BID and selection of the Competent Tenderer for the
purpose of this BID Supply of EDR as per the Specifications specified in this document, for use
in Madhya Pradesh Forest Department.

Maintenance: Maintenance of the EDR supplied by the Vendor/Tenderer will be for the period
of Three Years, from the date of supply, in which the employees of the Bidder will be engaged
for the maintenance/repair of the EDR.

Warranty: Warrantee of EDR and services for a period of Three years from the date of supply.

Purchaser: Purchaser means MP Forest Department acting through Addl. Principal Chief
Conservator of Forest (IT) Madhya Pradesh, or any person authorized by Madhya Pradesh
Forest Department.

Vendor/Supplier: Means the Tenderer/ Bidder who has been declared the successful tenderer
(bidder) and has been offered to enter into the agreement with the purchaser and who has
entered into the agreement to execute the work/provide goods and services within the scope
of this tender.

Authorized Suppliers: Means the Tenderer/ Bidder, who wins the Technical Bid and then
Financial Bid and is authorize to supply the EDR to the Madhya Pradesh Forest Department,

OEM: Means Original Equipment Manufacturer
BOQ: Means Bill of Quantity
F O R: Stands for Freight on Road.
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2. General conditions:
1. E-offers prepared in accordance with the procedures enumerated in this document then should be

submitted online on websitehttps://mptenders.gov.in EMD is also to be submitted online in
https://mptenders.gov.in .

2. The competent authority reserves to itself the right to invite the fresh Tenders or BID and to place
orders against any quantity of any items in this Tender / BID without specifying any reasons.

3. Competent authority may cancel the tender and all proceedings relating thereto without assigning
any reason.

4. Bidder are advice to study the Bid document carefully and thoroughly. Submission of Proposal shall
be deemed to have been done after careful study and examination of the Bid document with full
understanding of its implications.

5. Bidders are also advised to ascertain whether they meet the eligibility criteria for bidding for the
same. Incomplete bids will not be accepted. Bid should quote for all the items mentionedin
Section-1V on a single responsibility basis. Bids with partial response are liable to be rejected.

6. Bid with price variation clauses or with vague terms are liable to be ignored and rejected. Counter
offers shall not be considered. Incomplete tenders are liable to be rejected.

7. This Tender is non-transferable. Assignment and subletting is not permitted. Information regarding
associates and principals is to be disclosed in the tender technical bid itself.

8. Tender/Bid can also be downloaded from the website of Madhya Pradesh Forest Department
https://mpforest.gov.in Bid will only be considered when submitted online with suitable tender fee
at https://mptenders.gov.in/ website.

9. All formats and Forms should be duly filled up carefully after complete preparation of bid and
uploaded correctly in https://mptenders.gov.in/ . If the bidder, who wants to enclose some other
additional relevant document, can add such documents separately in concerning bid.

10. The support personnel must be capable to provide maintenance and support services Independent
of principals for the period of 3 (Three) years

11. Once the selected bidder successfully completes the bidding process, He/She will be termed as the
Authorized Supplier.

12. Companies or bidders should be in compliance with the criteria specified in the office memorandum
F.N0.6/18/2019-PPD dated 23-07-2020 of the public procurement division of the Ministry of
Finance, Government of India.

13. Order for the purchase of equipment's will be placed by additional principal chief conservator of

forests.

Addl. PRINCIPAL CHIEF CONSERVATOR OF FORESTS
(Information Technology)
Van Bhawan, Bhopal (MP)
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3. PROJECT OBJECTIVE

The objective of this project is to deploy server hardware and virtual infrastructure
(both) at the IT-Hub, and to configure and manage Endpoint Detection and Response (EDR) along
with server security solutions to establish a robust, secure, and integrated IT infrastructure for
550 users of the Madhya Pradesh Forest Department.

The proposed infrastructure will support the Department’s operational, data security,
and software requirements—ensuring seamless performance, secure data management, and
interoperability across all systems.

4. SCOPE OF WORK

The scope of work under this project shall include, but not be limited to, the following
activities:
1. Supply and Installation of an Enterprise-grade EDR Antivirus Solution for all Departmental
users.
2. Deployment of a Centralized Management Server at the Department’s Head Office.
3. Integration of the deployed solution with the Department’s existing IT infrastructure.
4. Training, Documentation, and Knowledge Transfer for designated departmental staff to
ensure effective use and management of the solution.
5. Comprehensive Warranty and Technical Support for a minimum period of three (3)
years from the date of successful commissioning.

5. ELIGIBILITY CRITERIA/ REQUIREMENTS

1. OEM or Authorized Partner of the proposed solution. In case of Authorized Partner, tender
specific OEM MAF should be submitted at the time of bidding.

2. Successful execution of at least 2 similar projects in Government/PSU/large enterprises.
Purchase Order/Work Order copies should be submitted for the same.

3. The bidder must have at least two certified engineers in the proposed EDR security software.
OEM-issued certification proof must be submitted with the bid.

4. Valid GST, PAN, Incorporation or Gumashta certificates.

5. Average turnover of last 3 years 1Cr, CA Certified Turnover Certificate or Audited Balance sheet
should be submitted at the time of bidding.

6. Proven experience in discovery of acknowledged vulnerabilities.

7. Possession of a range of security intelligence services to demonstrate strength in the
cybersecurity domain.

8. Independent third-party test validation (AV-TEST, AV-Comparatives, SE Labs) proving high
protection rates against ransomware and advanced threats.

9.. Submit Annexure-2

6. EVALUATION CRITERIA

1. Technical Evaluation.
2. Financial Evaluation.

Note :- Only technically qualified bidders will be considered for financial evaluation.

A
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7. EDR REQUIREMENTS DETAILS

1. Solution should support, malware detection, ML-based defense, firewall, cloud mode, ARP spoofing
protection, HTTPS inspection, device differentiation, cloud integration, application controls, email
scanning, IDS/IPS, Office 365 protection, etc.

2. Refer Annexure-1 For detailed technical specification. Bidder has to submit Technical Compliance for

the same on Letter head, along with datasheet of the product.

8. VALIDITY OF THE TENDER / BID:

Offer should be kept open for acceptance for a period of 90 days from the date of submission of
Tender Bid. A bid valid for a shorter period may be rejected by the purchaser as non-responsive. Any
increase in rates within this period will not be entertained and will result in forfeiture of EMD and / or
Security Deposit. In the absenceof express indication of Tenderer’s, it should be deemed that, they are
willing to keep their offer open for acceptance for a further period of 90 days from the above stipulated

above.

9. PROCEDURE FOR SUBMISSION OF PROPOSALS:

8.1  No bid will be considered, unless and until each page of the bid documents is duly signed in original
by the authorized signatory. Prices should not be indicated inthe Pre-qualification or Technical Bid.
It will lead to rejection of bid. All the columns of the quotation form shall be duly, properly and
exhaustively filled in. The rates and units shall not be overwritten. Rates shall be both in the figures
and words. It is mandatory for all bidders to quote Freight on Road (F.O.R). destination given in (prices
inclusive of all taxes like GST, excise duty, freight, octroi, insurance, customs and any other taxes what

so ever etc.). No any change shall be entertained in duties after bid submission.

8.2 Financial Bids determined to be substantially responsive will be checked by the evaluation committee
for any errors. If there is a discrepancy between the quoted rate in figures and the quoted rate in
words, the rate in words will take precedence. Arithmetic errors will be rectified on the following

basis:

(A) If there is a discrepancy between the unit rate and the total cost that isobtained by
multiplying the unit rate and quantity, the unit rate multipliedby quantity shall prevail and the
total cost will be corrected unless in the opinion of the evaluation committee there is an
obviousis placement of the decimal point in the unit rate, in which case the total cost as quoted
will govern and the unit rate corrected.

(B) If there is a discrepancy between the total bid amount and thé sum of various costs, the sum of
the various costs shall prevail and the total bid amount will be corrected.

8.3 Thesum of the amount stated in the Form of Financial Bid will be adjusted by the evaluation committee
in accordance with the above-mentioned point for the correction of errors and, shall be considered as
binding upon the bidder. If the bidder does not accept the corrected amount of bid, its bid will be
rejected, and the EMD shall be forfeited. Any omission in filling the columns of "units" and "rate" or
pertaining to the Taxes/levies, service tax as applicable etc., shall deemed to be treated as inclusive

in the total project cost. All corrections must beduly signed by the Bidder.
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8.4  All the bid papers must be signed before uploading bid online. The information submitted must be
definitive and specific. Vague terms, incomplete information, Counter offers, and 'uncalled for'
correspondence shall not be entertained. The authorized signatory of the Bidder must sign each
page and at the last page itmust be clearly indicated that all the terms and conditions mentioned

herein are acceptable to the Bidder unconditionally.

8.5  Bidder is required to submit the complete proposal along with annexures & brochuresetc. The proposal
has to be signed in original by the authorized representative of theBidder. The proposal shall be exactly
according to the presented formats given in theTENDER documents (RFP). All columns of the prescribed
formats should be filled, and all questions in the tender document must be answered. Any additional
informationshould be enclosed separately and referred to in the relevant column in the proposalformats.
Modifications / rewording of formats shall not be acceptable. No column should be marked as “NI” or
“Zero”, “0” etc. Where no price is proposed to be charged for any item or its parts required to be supplied,

it should be clearly mentioned in so many words.

8.6 The Bidder is expected to examine carefully all instructions, forms, terms and specifications in the
Tender document. Failure to furnish all information required in the Tender Document or submission
of a proposal not substantially responsive to the Tender Document in every respect will be at the
Bidders risk and shall result in rejection of the proposal.

10. LANGUAGE: :

The proposal prepared by the Tenderer and all correspondences, documents relating to the
proposals exchanged by the Tenderer and the Competent Authority, shall be written in English/Hindi
language. Competent Authority may permit anyTenderer any printed literature or any document in any
other language accompaniedby authenticated English translation. For the purpose of interpretation
only English translation shall be acceptable.

11. EARNEST MONEY DEPOSIT:
A sum of fixed amount should be deposit as EMD online through (https://mptenders.gov.in/). The

Earnest money will not be refunded on any account what so ever until the Bid finalized and in the event
of any firm backing out from their offer, the Earnest money is liable to be forfeited. No interest shall be
claimed on EMD amount. Bid received without or with inadequate EMD shall be liable to be rejected.

The successful bidder shall furnish an Earnest Money Deposit (EMD) amounting to 3% of the
awarded tender value, in the form of a Performance Bank Guarantee (PBG), Bank Demand Draft (DD),
or Bank Fixed Deposit (FD), as acceptable to the tendering authority.

12. FINANCIAL BID DOCUMENTS:

Financial Bid with price in Indian National Rupees (INR)must be submitted in prescribed formats as
online BOM.

13. WARRANTY/MAINTENANCE:

Tenderer shall provide Warranty and support of all the service and system for three years from the
installation Period.

14. DELIVERY PERIOD:

a) EDR delivered and Installation within 15 days from the date of intimation of acceptance of bid.
b) The supply shall be carried out at the Head Office of the Madhya Pradesh Forest Department,
and all costs related to delivery and execution shall be borne by the Bidder.
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15. PROCEDURE OF FINALIZATION OF BIDS:

a.  Firstly, the pre-qualification bid shall be opened online. At the time of opening of PQ Document, the
authorized representative may remain present. Committee may ask the bidder any additional
document/ information if required, to form its opinion as qualification of the bidder. The technical bid
of only bidders qualifying in pre- qualification stage shall be opened.

b.  The information submitted by the Bidders in the technical bid documents shall be tabulated and
compared with specifications given in the tender form. It will thus be ascertained whether the product
offered by the bidder matches with the specification of the purchaser as given in the technical
specifications in this tender document.

c.  Thecommittee would be entitled to call for any further information, document, undertaking and may
also interview the authorized representative of the bidder in order to satisfy itself about the eligibility
of the bidder, technical specifications of the EDR. The committee would be within its right to get any
enquiry, secret or open conducted for the purpose. The information, documents submitted and
undertaking given by the bidder or its authorized representative to the committee should be deemed
to be the part of the “technical bid” of the bidder. The decision of the committee on technical
suitability of the offer shall be final.

d. Out of all the bidders, committee shall prepare a list of the eligible/qualified bidder whose
product/solution satisfies the Technical specifications as given in this document and is overall
acceptable to purchaser being satisfied with bidder’s capacity to full fill the supplies terms within
stipulated time.

e.  Financial bids of only qualified Tenderers shall be opened. Rest bids shall not be considered and such
short-listed bidders will be intimated about the date and time accordingly. At the time of the opening
of Financial Bids, authorized representatives may remain present. It shall not be obligatory to accept
only the lowest financial bid.

f.  Bidders must understand that concerned committee and the competent authority may opt for any
bid for the reason given for such preference. Technical qualification does not mean that all bids stands
at equal footing in terms of quality, reliability, and use worthiness, ease of handling, recurring
maintenance and operation cost, down time / up time expected life/service period after expiry of
warranty period or often claimed life period etc. These may be among some of considerations on the
basis of which concerned committee may recommend any item to be procured and competent
authority may accept such item. While making such decisions, the committee(s) may rely on or call
for user feedback from M.P. Forest Department employees or from any other Government
organization or other user who is/has used the offered item in this past.

16. STANDARD OF PERFORMANCE:

The Tenderer shall carry out the supply order and carry out its obligations under the agreement with
due diligence, efficiency, economy and techniques. The Tenderer shall also adhere to professional,
engineering and consulting standards recognized by international professional bodies and shall observe
sound management, technical and engineering practices. The Tenderer shall apply appropriate advanced
technology and safe and effective equipment, mach‘inery, material and methods. The Tenderer shall always
act in respect of anymatter relating to this agreement, as faithful advisors to the Competent Authority and
shall always support and safeguard the legitimate interests of Competent Authority in any dealing with a

third party.

9|Page

































Information Technology

@ M.P. FOREST DEPARTMENT

35. (ANNEXURE-2)

Tender Acceptance Undertaking
(To be submitted on letterhead of tenderer)
To,

Additional Principal Chief Conservator Of Forests,

Office of Principal Chief Conservator Of Forest(HoFF)

Wing-Information Technology
Second floor, “C” Block,

Van Bhawan, Tulsi Nagar,
Bhopal-462004.

Antivirus Endpoint Detection and Response(EDR) for network security.

Dear Sir/Madam,
1. I/\We have downloaded/obtained the tender documents for the above-mentioned tender work.
2. 1/We hereby certified that I/We have read the entire terms and conditions of the tender documents
including all Annexure/schedule etc. which form the part of the contract/agreement and I/we shall
abide here by the terms, conditions and clauses contained therein.

3. I/We hereby unconditionally accept the tender conditions of above-mentioned tender
document/corrigendum in its totality/entirety.

4. 1/We do hereby declare that our firm has not been black listed/debarred by any government
department/ public sector undertaking/government organization.

5. I/ we certified that all information furnish by our firm is true and correct and, in the event, that the
information is found to be incorrect/untrue or found violated then your center shall without giving

any notice or reason therefor or summarily reject the bid or terminate the contract, without prejudice
or remedy including the forfeiture of the full said EMD absolutely.

Your Faithfully

Signature of tenderer with stamp

Name
Address

Date: .....................

* For any query contact

Office Of Principal Chief Conservator Of Forests(HoFF)

Wing Information Technology ‘ :

2" floor, “C” Block,Van Bhawan, Tulsi Nagar, Bhopal-462004.
email:apccfit@mp.gov.in , Phone 0755-2674302,2524302
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